
FFIEC
SOCIAL MEDIA 
GUIDANCE FAQ

By now it’s no secret that financial services 
companies need to adhere to FFIEC guid-

ance regarding social media use. Gremlin Social 
customers are not only looking for social media 
compliance tools, but also guidance on how the 
tools specifically address their compliance needs. 

Here we’ve broken down the FFIEC rules into 
frequently asked questions, and shed some 
light how the rules apply to your social media 
and risk management programs.
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What is Social Media
According to the FFIEC?

[S]ocial media is con-
sidered to be a form 
of interactive online 

communication in which users 
can generate and share content 
through text, images, audio, and/or 
video. Social media can take many 
forms, including, but not limited to, 
micro-blogging sites (e.g., Face-
book, Google Plus, MySpace, and 
Twitter); forums, blogs, customer re-
view web sites and bulletin boards 
(e.g., Yelp); photo and video sites 
(e.g., Flickr and YouTube); sites that 
enable professional networking 
(e.g., LinkedIn); virtual worlds (e.g., 
Second Life); and social games 
(e.g., FarmVille and CityVille). So-
cial media can be distinguished 
from other online media in that the 
communication tends to be more 
interactive. For purposes of this 
Guidance, messages sent via tradi-
tional email or text message, stand-
ing alone, do not constitute social 
media, although such communica-
tions may be subject to a number of 
laws and regulations discussed in 
this Guidance. However, messages 
sent through social media channels 
are social media. Social media is a 
dynamic and constantly evolving 
technology and thus any definition 
for this technology is meant to be 
illustrative and not exhaustive. In 
addition to the examples of social 
media mentioned above, other 
forms of social media may emerge 
in the future that financial institu-
tions should also consider.”

- FFIEC. SOCIAL MEDIA:  CONSUMER    
COMPLIANCE RISK MANAGEMENT 
GUIDANCE.

According to the Federal Financial Institutions 
Examination Council (FFIEC) social media is any 
“interactive online” forum where communication 
takes place with or among customers, potential 
customers, the community at large, about or with 
financial institution. 

In our view, responsibility associated with the com-
munications is directly related to the reasonable 
expectation of the people involved in the commu-
nication. It is reasonable for people who post on 
Yelp to think that their peers and the financial insti-
tution discussed will see and potentially respond 
to posted comments. It is probably not reasonable 
for people discussing customer service at their 
local bank while playing an online game, to expect 
that the bank would interact with and potentially 
respond to that communication.
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Can a Financial Institution
“Just Say No” to Social Media?

“First, we’re not im-
posing any new re-
quirements on banks 

and credit unions. That’s an im-
portant point to get out,” says Eliz-
abeth Khalil, of the Federal Deposit 
Insurance Corp., which is part of 
the FFIEC. “This is guidance, not 
a regulation. We intend for this to 
be helpful, not to impose any new 
regulatory burdens. We’re also not 
trying to discourage financial insti-
tutions from using social media. We 
recognize that social media can 
be a useful tool for financial institu-
tions. It can allow them to reach a 
wider universe of consumers. It can 
let them spread their brand identity 
more widely. It can let them deep-
en their relationships with existing 
customers and so forth. There are 
definitely good reasons for finan-
cial institutions to use social media.”

- ELIZABETH KHALIL, FDIC

FFIEC guidance says that a financial institution 
should have a social media risk management pro-
gram. It also says that even if the institution opts 
out of active participation in social media that it 
should be able to evaluate and respond to nega-
tive comments and complaints on social media. 

It seems clear that the FFIEC does not think it is 
reasonable for a financial institution to ignore so-
cial media. While the guidance appears to leave 
the door open to the idea of “opting out”, in prac-
tice, it will be impossible to “identify, measure, 
monitor and control risks related to social media”, 
much less to “evaluate and respond to negative 
comments and complaints” without a tool like 
Gremlin Social.
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What Should An FFIEC Compliant
Social Media Risk Management 
Plan Include?

The risk management program should be designed with participa-
tion from specialists in compliance, technology, information security, 

legal, human resources, and marketing. Financial institutions should also pro-
vide guidance and training for employee official use of social media. Compo-
nents of a risk management program should include the following:

 A governance structure with 
clear roles and responsibilities 
whereby the board of directors 
or senior management direct 
how using social media con-
tributes to the strategic goals 
of the institution (for exam-
ple, through increasing brand 
awareness, product advertis-
ing, or researching new cus-
tomer bases) and establishes 
controls and ongoing assess-
ment of risk in social media ac-
tivities

 Policies and procedures (either 
stand-alone or incorporated 
into other policies and proce-
dures) regarding the use and 
monitoring of social media and 
compliance with all applicable 
consumer protection laws and 
regulations, and incorpora-
tion of guidance as appropri-
ate. Further, policies and pro-
cedures should incorporate 
methodologies to address 
risks from online postings, ed-
its, replies, and retention

 A risk management process 
for selecting and managing 
third-party relationships in con-
nection with social media

 An employee training program 
that incorporates the institu-
tion’s policies and procedures 
for official, work-related use of 
social media, and potentially 
for other uses of social media, 
including defining impermissi-
ble activities 

 An oversight process for mon-
itoring information posted to 
proprietary social media sites 
administered by the financial 
institution or a contracted third 
party

 Audit and compliance func-
tions to ensure ongoing com-
pliance with internal policies 
and all applicable laws and 
regulations, and incorporation 
of guidance as appropriate

 Parameters for providing ap-
propriate reporting to the fi-
nancial institution’s board of di-
rectors or senior management 
that enable periodic evaluation 
of the effectiveness of the so-
cial media program and wheth-
er the program is achieving its 
stated objectives.”

- FFIEC. SOCIAL MEDIA:  CONSUMER    
COMPLIANCE RISK MANAGEMENT 

For more information email: info@gremlinsocial.com


